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	Main information on the course

	Course name 
	Usable Privacy and Security

	Degree
	Computer Science (second-level degree in Computer Science)

	Academic year
	2024/25

	European Credit Transfer and Accumulation System (ECTS), in Italian Crediti Formativi Universitari (CFU) 
	9 CFU
(each CFU corresponds to 25 hours (h) of student’s time); CFU are of type T1, T2 or T3
  T1 = 8 h lecture + 17 h individual study 
  T2 = 15 h practice + 10 h individual study 
  T3 = 25 h individual study

	Settore Scientifico Disciplinare
	INF/01

	Course language
	English

	Course year
	First

	Course period
	Second Semester

	Course attendance requirement
	It is highly recommended to attend classes

	Website of the Degree
	https://www.uniba.it/it/corsi/cdl-computer-science/corso-di-laurea-in-computer-science

	
	

	Teacher(s)
	

	Name and Surname
	Giuseppe DESOLDA

	email
	giuseppe.desolda@uniba.it

	phone
	0805443289

	office
	Dipartimento di Informatica, Via Orabona 4, 70125, Bari. Stanza n.573, 5^ floor

	e-learning platform
	Available at https://elearning.uniba.it/

	Teacher’s homepage
	https://ivu.di.uniba.it/people/desolda

	Office hours
	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Office hours are Wednesday 13.30-14:30
Students may send an email to the teacher to require an appointment out of the above indicated times

	

	
	
	

	Syllabus
	

	Course goals
	It is increasingly acknowledged that technology alone will not provide all solutions to security and privacy problems. Human factors play an essential role in these areas, and it is important for security and privacy experts to have an understanding of how people will interact with the systems they develop. This course is designed to introduce students to a variety of usability and user-interface problems related to privacy and security and to give them experience in understanding and designing studies aimed at helping to evaluate usability issues in security and privacy systems. The course goals are:
1) Understand the importance of human factors in designing secure and private systems.
2) Apply human-centered design principles to improve the usability of security and privacy mechanisms.
3) Conduct usability studies and analyze data to evaluate the effectiveness of security systems.
4) Critically assess existing systems and propose redesigns to address usability challenges.

	Prerequisites/requirements
	There are not mandatory prerequisites/requirements, but it is better if students know basic elements of Human-Computer Interaction (HCI)




	Course program
	The course bridges the gap between technical security and human-centered design over 14 weeks:
1. Foundations and Human-Centered Design (Weeks 1-2)
-Introduction to Usable Privacy and Security (UPS), Human Factors (cognitive load, trust), and Human-Centered Design (HCD) principles.
-Behavioral Economics in Security: Cognitive biases and decision-making.
2. Mental Models and User Perception (Week 3)
-Definition and elicitation of Mental Models (interviews, card sorting).
-Impact of misaligned models on security behaviors and mapping user workflows.
3. Research Methods and Study Design (Weeks 4-8)
-Study Design: Research questions, variables, and ethical compliance.
-Methodologies: Quantitative vs. Qualitative methods (surveys, interviews) and Usability Testing (think-aloud, heuristics).
-Analysis: Controlled experiments vs. Field studies, thematic analysis, and statistical tests.
4. Specific Application Domains (Weeks 9-12)
-Privacy Notices: Designing for informed consent and regulatory frameworks (GDPR, CCPA).
-Threat Mitigation: Psychological triggers in Phishing/Social Engineering and user training.
-Interface Design: Mobile permissions models and Security Indicators (warnings, feedback).
5. Ethics and Capstone Project (Weeks 13-14)
-Ethics: IRB processes, informed consent, and bias mitigation in research.
-Final Project: Development of a group project from problem identification to redesign proposals


	Books of reference
	1. Simson Garfinkel, Heather Richter Lipford, “Usable Security – History, Themes and Challenges", Morgan & Claypool, 2014.
2. Preece, J., Rogers, Y., Sharp, H. “Interaction Design, beyond human-computer interaction", John Wiley & Sons, 6th Edition, 2023.
3. Lazar, J., Feng J.K., Hocheiser, H. Research methods in Human-Computer Interaction, 2005, Morgan Kaufmann Publisher, 2nd Edition, 2017.
Scientific articles indicated by the teacher.

	Notes to the books
	Book n. 1 is the textbook; topics of all chapters are discussed in class and must be studied.
Book n. 2: some chapters are discussed in class and must be studied; they will be indicated in class.
Book n. 3: some chapters are discussed in class and must be studied; they will be indicated in class.

	Organization of the didactic activities 
	

	Hours

	Total
	Lectures
	Practice sessions
	Individual study + case study

	78 hours
	48 hours
	30 hours 
	122 hours + 25 hours

	CFU/ETCS

	9 CFU
	6 CFU
	2 CFU
	1 CFU (case study)

	
	

	Teaching methods
	

	
	The course adopts a highly interactive approach, combining theoretical foundations with hands-on practice. The activities are organized as follows:
· Lectures: Detailed presentation of topics including case studies and theoretical frameworks.
· Practice Sessions (2 hours/week): dedicated to the application of concepts learned in class. Activities include:
· Group Activities & Workshops: E.g., brainstorming, mapping mental models, and critiquing existing security systems.
· Practical Exercises: E.g., designing surveys, drafting study proposals, analyzing datasets (e.g., login times), and conducting heuristic evaluations.
· Design & Prototyping: e.g., redesigning privacy notices, permission models, or authentication flows.
· Peer Review: Sessions dedicated to the ethical review and feedback of other teams' projects.



	Expected learning outcomes
	

	Knowledge and understanding
	Cyberattacks are emerging as problems caused not only by technological aspects but also by human factors neglected when designing interactive systems. Thus, it is important for security and privacy experts to have an understanding of how people will interact with the systems they develop.

The course's learning outcomes are:
1) students will learn HCI principles, methodologies and techniques that consider security and privacy aspects in developing interactive systems;
2) students will learn about advanced interaction technology for secure systems;
3) by discussing a variety of usability and user-interface problems related to privacy and security, students will make experience to design studies aimed at evaluating usability issues about system security and privacy.

Students acquire this knowledge through teacher’s lectures and possibly specific seminars, as well as discussions and exercises through which they practice what they have learned. In this way, they also gain awareness of their understanding and learning skills and on how these skills can be improved.

	Applying knowledge and understanding

	In order to enable students to apply the acquired knowledge, they perform both individual and collaborative exercises. In addition, students are required to develop, mostly by collaborating in group, small projects and/or case studies in which they apply some of techniques presented in class, having selected the most appropriate ones for the specific case. These projects/case studies contribute to the final assessment of the student and thus to the final grade the student gets for the course.


	Other skills

	Making judgements
An important objective of the course is that the student achieves the ability to integrate knowledge, handle complexity and make decisions during the design, development and evaluation of the system software modules related to the interaction with users.
Exercises, projects and case studies performed during the course, which are discussed by teacher and students, are a means to train students to make judgements. This ability is evaluated by the teacher and contributes to the final grade, which also takes into account the active participation of the student to the discussions in class and the presentation of projects/case studies.
Communication
Students are encouraged to work in groups and are often invited to illustrate the outcome of exercises carried out individually or in groups, with the goal of developing their communication and collaboration skills. Students are also required to develop small projects/case studies in which they apply some of the learned techniques, selecting those ones that they feel most appropriate (based on their ability to make judgments). Projects/case studies are presented in class or at the oral examination; this allows the student to demonstrate his/her communicative abilities by illustrating the performed work, possibly using some slides previously prepared.
Learning skills
In order to stimulate their own learning skills, students are solicited to deepen some topics not discussed in detail by the teacher, using the recommended books and/or other sources. Student might present in class these topics or might also discuss them during the final examination.
Students are also invited to attend seminars held by other lecturers, internal to the department or visiting researchers, and they might be asked to discuss later in class the content of such seminars.


	
	

	Assessment 
	

	Assessment methods
	The final grade is determined by the following components:
1. Team Project (40%): Students work in groups to identify a real-world usability issue in privacy/security, conduct a study or propose a redesign, and submit a final report and presentation. Milestones include project proposal, prototype, study design, and final presentation.
2. Assignments (30%): Practical exercises performed individually or in small groups, such as usability testing exercises and case study evaluations.
3. Quizzes and discussion (30%): A combined assessment of weekly quizzes designed to reinforce key concepts and active engagement in class discussions, workshops, and peer review sessions.
Note for non-attending students: Students unable to attend classes and participate in the continuous assessment must contact the teacher at the beginning of the semester to agree on an alternative project scope and an oral examination that covers the entire bibliography and course program.

	Evaluation criteria

	Knowledge and understanding: The student must demonstrate the ability to use appropriate methodologies for evaluating and designing usable privacy and security systems, assess the correct application of the techniques used, and draft clear and complete documentation.
Applying knowledge and understanding: The project evaluation aims to verify the knowledge acquired by the student regarding the methodologies and principles studied during the course, their ability in synthesis and exposition, as well as the capacity to make significant comparisons between different methodologies, techniques, and design strategies adopted, and to express a personal critical judgment.
Making judgements: The student must demonstrate the acquisition of the ability to verify that the designed system or study is consistent with usability and security specifications, and that the proposed solutions or evaluation results are valid and consistent with the design phase.
Communication: The student must demonstrate the ability to draft exhaustive and precise documentation, capable of providing all necessary information to make the project or study easily manageable by other professionals, with a view to designing and developing in a team.
Learning skills: The student must demonstrate the ability to deepen concepts through self-learning by studying the material provided by the teacher; the capacity to autonomously complete the educational path provided by the reference text, in addition to the contents foreseen by the teaching program.

	Measurements and final grade
	The final grade constitutes a weighted average of the continuous assessment components: Team Project (40%), Assignments (30%), and Quizzes and Discussion (30%).

The grading scale is mapped to the following descriptors:
	Grade
	Descriptors

	< 18 (Fail)
	Fragmentary and superficial knowledge of the contents, errors in applying usability and security concepts, poor description and analysis skills.

	18 - 20
	Sufficient but general knowledge of the contents, simple description, uncertainties in the application of theoretical and practical concepts (e.g., in the project or assignments).

	21 - 23
	Appropriate but not in-depth knowledge of the contents, ability to apply theoretical and practical concepts, ability to present contents simply.

	24 - 25
	Appropriate and broad knowledge of the contents, discrete ability to apply knowledge to design and evaluation tasks, ability to present contents articulately.

	26 - 27
	Precise and complete knowledge of the contents, good ability to apply knowledge, solid analysis skills, clear and correct description.

	28 - 29
	Broad, complete, and in-depth knowledge of the contents, good application of contents in complex scenarios, good capacity for analysis and synthesis, secure and correct description.

	30 - 30 cum laude
	Very broad, complete, and in-depth knowledge of the contents, well-consolidated ability to apply contents to original designs, excellent capacity for analysis, synthesis, and interdisciplinary connections, mastery of description.




	Further information 
	In order to participate to the final exam, students must make reservation at least 7 days before the date of the final exam and of the oral exam, by using the ESSE3 system. Without reservation in ESSE3, students cannot participate to the exam.
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